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(54) Electronic Identification system and method with source authenticity 



(57) An RF electronic identification system (10) is 
disclosed and claimed. The system includes at least one 
transponder encoder (14.1) for writing data into a mem- 
ory arrangement (52) of a selected transponder (1 .1 ) of 
a plurality of transponders (1 . 1 to 1 n) adapted to receive 
data from the at least one encoder. The system further 
includes at least one verifier (16) for Interrogating a se- 
lected transponder (1.1) and to read data stored in the 
transponder. The encoder includes a controller (42) for 
providing an identification code characteristic of the en- 
coder to form part of the data to be written into the trans- 
ponder. The verifier includes computing means (56) for 
extracting the identification code from the data read 
thereby and for comparing the code to authorized 
codes. An indicator (18) provides an indication whether 
the Identification code corresponds to any of the author- 
ized codes or not. A method of verifying the authenticity 
of a transponder is also disclosed and claimed. 
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Description 

iNTRODUCTION AND BACKGROUND 

[0001] THIS invention relates to electronic identifica- s 
tion systems and more particularly to such systems in- 
cluding radio frequency (RF) transponders and associ- 
ated readers, interrogators and verifiers therefor. 
[0002] A system of the aforementioned kind is typical- 
ly used to mark and identify products or goods, and 
would further include a plurality of encoder units for writ- 
ing data into respective memory arrangements of the 
transponders. In use, a transponder is attached to a 
product item and the data written into the transponder 
may relate to the kind of product, the date of manufac- 
ture and/or any other data relating to the product. Nor- 
mally the data is written into the memory arrangement 
at the source of the product, but in some applications 
additional data may be written into the memory arrange- 
ment at various points along a distribution chain. Of 
course the data written into the memory arrangement 
can at any stage be read with a verifier, interrogator or 
reader. 

[0003] In some applications, security arrangements 
are required which would prevent unauthorized parties 
from attaching non-genuine transponders (purporting to 
store data encoded by an authorised encoder) to grey 
or infringing goods, thereby facilitating passing the grey 
goods off as genuine goods. 

OBJECT OF THE INVENTiON 

[0004] A preferred embodiment of the present inven- 
tion provides a system and method with which trans- 
ponders originating from an authorized source can be 
distinguished from non-genuine transponders, 

SUIVIMARY OF THE INVENTION 

[0005] According to the invention there is provided an 
electronic identification system, the system including: 

at least one transponder encoder for writing data 
into a memory arrangement of a transponder; 
a plurality of transponders adapted to receive data 
from the at least one encoder; 
at least one verifier for interrogating a selected 
transponder and to read data stored in the trans- 
ponder; 

said encoder including means for providing an iden- 
tification code characteristic of an entity externally 
of the transponder, to fomn part of the data to be 
written into the transponder; 
the verifier including computing means for extract- 
ing the identification code from the data read there- 
by and for comparing the code to an authorized 
code; and indicator means for giving an indication 
whether the identification code corresponds to the 



authorized code. 

[0006] The identity code is preferably characteristic of 
the encoder. 

[0007] The encoder may include a memory arrange- 
ment wherein a plurality of identification codes for the 
encoder are stored and the means for providing an iden- 
tification code may include a controller for randomly se- 
lecting one of the authorized codes. 
[0008] The system may further include a central com- 
puter for generating the plurality of identification codes 
and for downloading the identification codes into the at 
least one encoder and into the at least one verifier, to 
constitute corresponding authorized codes. 
[0009] The controller of the encoder may further in- 
clude encryption means utilizing a first encryption algo- 
rithm and the identification code in a first encryption 
process, to provide encrypted data relating to the iden- 
tification code, to form part of the data to be written into 
the transponder. 

[001 0] In a preferred embodiment the controller of the 
encoder is programmed randomly to select the first en- 
cryption algorithm from a first set of encryption algo- 
rithms p re-stored in the memory arrangement of the en- 
coder. 

[0011] Each encryption algorithm may be associated 
with a unique algorithm address in the memory arrange- 
ment of the encoder. 

[0012] The algorithms may be downloaded from the 
central computer into the encoder upon start-up of the 
encoder. The algorithms are preferably also downk>ad- 
ed into memory locations of the verifier having corre- 
sponding addresses. 

[0013] Each algorithm may Include a function of at 
least one physical characteristic of the transponder, for 
example a clock frequency of circuitry of the transpond- 
er. The algorithm may be of a general form wherein the 
selected Identification code is equal to at least one func- 
tion of a suitable physical characteristic of the trans- 
ponder plus a first remainder. 

[0014] The data relating to the identification code and 
which forms part of the data to be written into the trans- 
ponder may include the aforementioned first remainder. 
Preferably it consists of the first remainder only. 
[0015] Data relating to the algorithm address of the 
selected algorithm may also be included in the data to 
be written into the memory arrangement of the trans- 
ponder. The controller of the encoder may utilize a sec- 
ond algorithm and the data relating to the address in a 
second encryption process, to yield encrypted data re- 
lating to the algorithm address. The second algorithm 
nriay be of a general form wherein the algorithm address 
is equal to at least one function of an independent var- 
iable plus a second remainder. 

[0016] The encrypted data relating to the algorithm 
address and which forms part of the data to be written 
into the transponder may include the aforementioned 
second remainder. Preferably it consists of the second 



75 



20 



25 



30 



35 



40 



45 



SO 



X3CIO: <EP 1063610A2J„> 



17- I * 

# # 

3 EP 1063 610 A2 4 



remainder only. 

[0017] The verifier may include connputing means 
adapted to use the second algorithm to decrypt the en- 
crypted data relating to the address for the first algo- 
rithm. ^ 
[0018] The computing means may further be pro- 
grammed to retrieve the first algorithm, to input data re- 
lating to the physical characteristics of the transponder 
and to use said data and the first algorithm to decrypt 
the data relating to the identification code, to yield an io 
output code. 

[0019] The computing means of the verifier may fur- 
ther include a comparator for comparing the output code 
to the authorized codes which are stored in the memory 
arrangement of the verifier. 

[0020] The indicating means of the verifier may in- 
clude a display. 

[0021] The verifier may form part of a reader for the 
transponders. Alternatively, it may be a separate unit. 
[0022] Also included within the scope of the present 20 
invention is a method of verifying the authenticity of a 
transponder, the method including the steps of: 

writing data into the transponder by an authorized 
transponder encoder; 

including in the data, data relating to an identifica- 
tion code of an entity externally of the transponder; 
reading the data written into the transponder with a 

verifier; 

extracting from the data read, the data relating to 
the identification code; 

comparing the extracted data to data relating to an 
authorised identification code for the entity; and 
providing an indication whether the extracted data 
matches the data relating to authorized identifica- 
tion code. 

[0023] The identification code may be characteristic 
of the encoder. 

[0024] The encoder may have a plurality of identifica- 
tion codes associated therewith and the method may in- 
clude the step of randomly selecting one of these codes 
for inclusion In the data to be written into the transpond- 
er. 

[0025] Further according to the method of the inven- 
tion a first encryption algorithm and the selected identi- 
fication code may be used In a first encryption process 
to yield encrypted data relating to the Identification code. 
Preferably the first algorithm is selectable from a first set 
of encryption algorithms. The algorithms may include a 
function of at least one physical characteristic of the 
transponder into which the data is to be written. 
[0026] Each of the first set of encryption algorithms 
may be accessible by the encoder from a memory ar- 
rangement thereof utilizing a respective algorithm ad- 
dress. The method may include the further step of in- 
cluding data relating to the algorithm address of the se- 
lected algorithm in the data to be written into the trans- 



ponder. A second algorithm and data relating to the ad- 
dress of the selected algorithm may be utilized in a sec- 
ond encryption process to yield encrypted data relating 
to the algorithm address for inclusion in the data to be 
written into the transponder. 

[0027] The method may further include the step of uti- 
lizing at the verifier the data relating to the algorithm ad- 
dress to retrieve from a memory arrangement of the ver- 
ifier the algorithm utilized during the first encryption 
process. 

[0028] The method may further include the steps of: 
providing computing means in the verifier with data re- 
lating to the physical characteristics of the transponder; 
and utilizing said data and the retrieved algorithm to de- 
crypt the encrypted data relating to the identification 
code. 

[0029] The method may still further include the step 
of comparing the decrypted data relating to the identifi- 
cation code to the data relating to authorized identifica- 
tion codes stored in a memory arrangement of the ver- 
ifier. 

[0030] Also included within the scope of the invention 
is a method of programming data into a transponder, the 
method Including the steps of: 

electronically measuring a physical characteristic of 
the transponder and producing data relating there- 
to; 

utilizing the produced data in an encryption algo- 
rithm to encrypt data to be written into the trans- 
ponder; and 

writing the encrypted data Into a memory arrange- 
ment of the transponder. 

[0031] The physical characteristic may be the fre- 
quency of a clock of the transponder and may be meas- 
ured by receiving a response signal from the transpond- 
er and utilizing the received signal to measure the clock 
frequency. The encrypted data may be written into the 
transponder by transmitting it to the transponder. 

BRIEF DESCRIPTION OF THE ACCOMPANYING 
DIAGRAMS 

[0032] The invention will now further be described, by 
way of example only, with reference to the accompany- 
ing diagrams wherein: 

figure 1 is a basic block diagram of a system em- 
bodying the invention; 

figure 2 is a block diagram showing an encoder, a 
transponder and a verifier forming part of 
the system in more detail; and 

figure 3 is a basic flow diagram of a decoding proc- 
ess forming part of the method embodying 
the invention. 
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DESCRIPTION OF A PREFERREDEMBODIMENTOF 
THE INVENTION 

[0033] An electronic identification system embodying 
the invention is generally designated by the reference 
numeral 10 in figure 1 . 

[0034] The system 10 includes a central computer 
system 12 which manages and controls the rest of the 
system. The system 10 further includes a plurality of 
transponder encoders 14.1 to 14.3 adapted to be 
brought into communication with the central computer 
to be programmed thereby. In use, each encoder is pref- 
erably located at a source (not shown) or manufacturing 
plant of products to which transponders are to be se- 
cured, to program such transponders by writing data into 
the transponders. Each encoder has at least one, pref- 
erably eight plain-text identification (PTID) numbers or 
codes characteristic thereof. For example, the PTID'S 
associated with encoder 14.1 are numbers 121 to 128. 
These numbers are generated and issued by the central 
computer and stored in memory arrangements of each 
of the central computer 12, the relevant encoder and 
verifiers, which will be referred to hereinafter. Also 
stored in the central computer for downloading into the 
encoders and the verifiers respectively, are algorithms 
for encrypting data to be written into the transponders 
by the encoders and for decrypting the data by verifiers 
or readers, as will hereinafter be described. The PTID's 
and algorithms may from time to time be changed by the 
central computer 1 2 by downloading new numbers and 
algorithms, to maintain and improve the integrity and se- 
curity of the system. 

[0035] The system further includes a plurality of radio 
frequency (RF) transponders. Transponders 1.1 to l.n 
are associated with encoder 14.1, transponders 2.1 to 
2.n with encoder 14.2 and transponders 3.1 to S.n with 
encoder 14.3. 

[0036] The system still further includes a plurality of 
verifiers or readers (only one of which is shown at 16 in 
figure 1). The verifier includes display means 18 for dis- 
playing the outcome of an authenticity verification pro- 
cedure performed in use by the verifier 1 6 on any of the 
transponders, in respect of the authenticity of an encod- 
er used to program that transponder. 
[0037] The encoders 14.1 to 14.3 are similar and 
therefore only encoder 14.1 will be described in more 
detail herebelow with reference to figure 2. Encoder 
14.1 includes an RF transceiver 40, a controller 42 and 
a memory arrangement 44. Memory arrangement 44 in- 
cludes a plurality of storage locations each addressable 
by the controller by a unique address ADD#O0 to 
ADD#nn. The aforementioned PTIDcodesof the encod- 
er 14.1, once downloaded by the central computer 12, 
are stored in respective ones of these locations. The 
aforementioned encryption algorithms or data relating 
thereto are also stored in respective ones of these loca- 
tions and are directly or Indirectly retrievable by the con- 
troller 42 by the respective addresses. 



[0038] The transponders are also similar and there- 
fore only transponder 1.1 wil! be described in more de- 
tail. Transponder 1.1 includes an RF transceiver 46, 
control circuitry 48, a clock 50 having a clock frequency 
5 f^j and a memory arrangement 52. 

[0039] Verifier 16 may form part of a reader (not 
shown) for the transponders, or may be a separate unit. 
The verifier 16 includes an RF transceiver 54, comput- 
ing means 56, display 18 and a memory arrangement 
58. The memory arrangement 58 includes a plurality of 
storage locations each addressable by the computing 
means 56 by a unique address ADD#00 to ADD#nn. 
The aforementioned PTID codes of the encoders are re- 
ceived from the central computer and stored in respec- 
tive ones of these locations. The aforementioned en- 
cryption/decryption algorithms are similarly received 
from the central computer and stored in respective lo- 
cations, or data relating to the algorithms may be stored 
in these locations. The algorithms are directly or indi- 
rectly retrievable by the computing means 56 by their 
respective addresses. 

[0040] In use and as is well known in the art, a select- 
ed transponder 1.1 is brought into range of a pro- 
grammed encoder 14.1. Data including data relating to 
the product to which the transponder is to be applied is 
transmitted via an RF link including transceiver 40, an- 
tenna 41, antenna 47 and transceiver 46 to the trans- 
ponder. The transponder receives that data and stores 
the data in memory arrangement 62 fomning part of the 
transponder. Along the distribution chain of the product, 
further data may similarly be written into the memory ar- 
rangement 52. 

[0041] As is also well known in the art, the data may 
at any stage be read by a reader or verifier 16 in known 
3S manner. The verifier 16 transmits an RF energizing sig- 
nal 62 to the transponder 1 . 1 and a virtual battery form- 
ing part of the transponder circuitry 54 is charged. The 
transponder responds by backscatter modulating on the 
energizing signal serving as carrier, a data stream in- 
40 eluding the data stored in the memory arrangement 52 
and timed by the frequency f^. of the clock 50. The verifier 
16 in turn receives this data and may be adapted in 
known manner to switch the transponder just read to a 
sleep or the like mode, which causes the transponder 
45 to Stop modulating the energizing signal. 

[0042] It will be appreciated that with such a conven- 
tional system an unauthorized distributor of pirate, grey 
or othenwise infringing goods may simply attach a non- 
genuine transponder (carrying data similar to the data 
so carried by transponders attached to genuine goods) to 
the grey goods. Unless sophisticated security mecha- 
nisms and methods are employed, such grey goods will 
not easily be identified or traced. 
[0043] According to the invention, encrypted data re- 
ss lating to a selected one of the PTID numbers of the 
source encoder 1 4. 1 is written into and stored as part of 
the data stored in the memory arrangement 52 of the 
transponder To achieve this, the encoder controller is 
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adapted randomly to select any one of the eight PTID 
numbers. This PTID number and a selected one of the 
encryption algorithnns are utilized by encryptbn means 
forming part of the controller in a first encryption proc- 
ess, to yield encrypted data relating to the PTID number 
At least some of the variables to be used with the en- 
cryption algorithm are functions of measurable physical 
characteristics of the transponder 1.1. such as the fre- 
quency fc of the transponder clock 50. The clock fre- 
quency fc is determined from a response signal from the 
transponder during the programming process. 
[0044] The verifier 16 in turn is adapted (as will here- 
inafter be described) to retrieve the relevant decryption 
algorithm from its memory arrangement 58, to deter- 
mine the relevant physical properties of the transponder 
concerned and to decipher the encrypted data into a 
plain-text number. If the deciphered plain-text number 
is equal to an authorized PTID number stored in the 
memory arrangement 58 of the verifier 16, an "AU- 
THENTIC message is displayed on display 18. If the 
result of the deciphering process does not correspond 
to an authorized PTID, a "FALSE" message is dis- 
played. 

[0045] The encryption algorithm may be of the gener- 
al form: 



PTID = a.f(x) + b.f(y) + c.f(z) + rem 



— A 



wherein 
PTID 

a, b and c 
X, y, z 

rem 



is the selected PTID number of the en- 
coder; 

are scaling constants; 
are independent variables, preferably 
relating to physical characteristics of the 
transponder being programmed; and 
is a remainder. 



[0046] The encrypted data relating to the PTID of the 
encoder 14.1 and which is subsequently stored in the 
transponder 1 .1,is preferably the remainder (rem) part 
only, of the above encryption process. The rem-data 
may be four bits in length. 

[0047] As stated hereinbefore, a randomly selected 
first algorithm of a first set of encryption algorithms 
stored in the encoder 14.1 and correspondingly stored 
in the verifier 16 may be used to encrypt the PTID 
number of the encoder which is, as stated hereinbefore, 
randomly selected by the encoder from the available 
PTID numbers therefor. Data relating to the address 
where the selected first algorithm is stored and a second 
algorithm are used in a second encryption process, to 
yield encrypted data relating to the address of the se- 
lected first algorithm. The second algorithm is of the fol- 
lowing general form: 



AAD = d.f (m) + e.f(n) + g.f(o) + REM — B 



wherein 

5 

AAD is the address of the selected first algo- 

rithm; 

d, e and g are scaling constants; 
m.n and o are independent variables; and 
10 REM is a remainder. 

[0048] The encrypted data relating to the address of 
the first encryption algorithm and which is to be stored 
in the transponder 1.1, is preferably the remainder 

IS (REM) part only of the aforementioned second encryp- 
tion process. The REM-data may be four bits in length. 
[0049] The data stored in the memory arrangement 
52 of transponder 1.1 and which is backscatter modu- 
lated in the form of a data stream on the energizing sig- 

20 nal 62 during a reading or verification process of the 
transponder, is diagrammatically illustrated in figure 3. 
[0050] The data stream is designated 20 in figure 3. 
The REM-data 22 is utilized together with equation B as 
shown at 24, to calculate the address of the first encryp- 

2S tion algorithm used by the encoder 14. 1 to provide en- 
crypted data relating to the randomly selected PTI 
number of the encoder. This address is utilized by the 
computing means 56 to retrieve the first algorithm from 
the memory arrangement 58 forming part of the verifier. 

30 [0051] The aforementioned first algorithm, the rem- 
data 26 in the data stream 20 and input data 28 relating 
to physical characteristics (in this sample the frequency 
f^ of the clock 50) of the transponder are utilized by the 
verifier 16 to calculate a plain-text output number at 30. 

35 [0052] The plain-text output number is fed at 32 to a 
comparator of the computing means 56, to compare the 
number to a list of authorized PTID numbers stored in 
the memory arrangement 58 of the verifier. If the output 
number corresponds to one of the authorized PTID 

40 numbers, the verifier displays on display 18 the mes- 
sage "AUTHENTIC". This would indicate that the trans- 
ponder 1.1 has been programmed with an authorized 
encoder 1 4. 1 at the source of the product. If the output 
number does not so correspond, it would mean that the 

45 transponder 1.1 includes fake data and has not been 
programmed at an authorized source of the particular 
product. A "FALSE" message would then be displayed 
on display 1 8. 

[0053] It will be appreciated that there are many var- 
50 iations in detail on the method and system according to 
the invention without departing from the scope and spirit 
of the appended claims. 



ss Clainns 

1. An electronic identification system including: 
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at least one transponder encoder for writing da- 
ta into a memory arrangement of a transpond- 
er; 

a plurality of transponders adapted to receive 
data from the at least one encoder; 5 
at least one verifier for interrogating a selected 
transponder and to read data stored in the 
transponder; 

said encoder including means for providing an 
identification code characteristic ot an entity ex- 
temally of the transponder, to form part of the 
data to be written into the transponder; 
the verifier including computing means for ex- 
tracting the identification code from the data 
read thereby and for comparing the code to an 
authorized code; and indicator means for giving 
an indication whether the extracted identifica- 
tion code corresponds to the authorized code. 

A system as claimed in claim 1 wherein the identi- 20 
fication code is characteristic of the encoder; 
wherein the encoder includes a memory arrange- 
ment wherein a plurality of identity codes character- 
istic of the encoder are stored; and wherein the 
means for providing an identification code includes 2S 
a controller for randomly selecting one of said plu- 
rality of identification codes. 

A system as claimed inxlaim 2 further including a 
central computer for generating the plurality of iden- 30 
tiflcation codes, for downloading the identification 
codes into the memory arrangement of the encoder 
and into a memory arrangement of the at least one 
verifier, to constitute corresponding authorized 
codes. 

A system as claimed in any one of claims 2 and 3 
wherein the controller of the encoder includes en- 
cryption means utilizing a first encryption algorithm 
and the selected identification code in a first encryp- 4C? 
tion process to provide encrypted data relating to 
the identification code, to fomn part of the data to be 
written into the transponder. 

A system as claimed in claim 4 wherein the control- 
lerof the encoder is programmed randomly to select 
the first encrypton algorithm from a first set of en- 
cryption algorithms pre-stored in the menrx>ry ar- 
rangement of the encoder 

so 

A system as claimed in claim 5 wherein each algo- 
rithm is associated with a respective algorithm ad- 
dress in the memory arrangement of the encoder. 

A system as claimed in any one of claims 4 to 6 55 
wherein each algorithm includes a function of at 
least one physical characteristic of the transponder 
into which the data is to be wr'rtten. 



8. A system as claimed in claim 7 wherein the physical 
characteristic is a frequency of a clock forming part 
of the transponder 

9. A system as claimed in claim 7 or claim 8 wherein 
the algorithm is of a general form wherein the iden- 
tification code is equal to at least one function of the 
physical characteristic of the transponder plus a first 
remainder 

10. A system as claimed in claim 9 wherein the data 
relating to the identification code and which forms 
part of the data to be written into the transponder 
includes the aforementioned remainder 

11. A system as claimed in any one of claims 6 to 10 
wherein data relating to the algorithm address of the 
selected algorithm is also included in the data to be 
written into the memory arrangement of the trans- 
ponder 

12. A system as claimed in claim 11 wherein the con- 
troller of the encoder utilizes a second algorithm 
and said data relating to the address in a second 
encryption process, to yield encrypted data relating 
to the algorithm address, to be written into the trans- 
ponder 

1 3. A system as claimed in claim 1 2 wherein the second 
algorithm is of a general form wherein the algorithm 
address is equal to at least one function of an inde- 
pendent variable plus a second remainder 

14. A system as claimed in claim 13 wherein the en- 
crypted data relating to the algorithm address and 
which fomns part of the data to be written into the 
transponder includes the aforementioned second 
remainder 

15. A system as claimed in any one of claims 12 to 14 
wherein the verifier includes computing means 
adapted to use the second algorithm to decrypt the 
encrypted data relating to the address of the first 
algorithm. 

16. A system as claimed in claim 15 wherein the com- 
puting means is programmed to retrieve the first al- 
gorithm, to input data relating to the physical char- 
acteristics of the transponder and to use said data 
and the first algorithm to decrypt the data relating 
to the identification code, to yield an output code. 

17. A system as claimed in claim 16 wherein the com- 
puting means of the verifier includes a comparator 
for comparing the output code to the authorized 
identification codes which are stored in the memory 
arrangement of the verifier 
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18. A system as claimed in claim 17 wherein the indi- 
cating means of the verifier includes a display. 

19. A method of verifying the authenticity of a trans- 
ponder, the method including the steps of: s 

writing data into the transponder by an author- 
ized transponder encoder, 
including in the data, data relating to an identi- 
fication code of an entity externally of the trans- io 
ponder; 

reading the data written into the transponder 
with a verifier; 

extracting from the data read, the data relating 
to the identification code; 
comparing the extracted data to data relating 
to an authorized identification code tor the en- 
tity; and 

providing an indication whether the extracted 
data matches the data relating to the authorized 20 
identification code. 

20. A method as claimed in claim 19 wherein the iden- 
tification code is characteristic of the encoder. 

25 

21. A method as claimed in claim 20 wherein the en- 
coder has a plurality of identification codes charac- 
teristic thereof and wherein the method includes the 
step of randomly selecting one of these codes for 
inclusion in the data to be written into the transpond- 30 
er. 

22. A method as claimed in any one of clainns 19 to 21 
wherein a first encryption algorithm and the identi- 
fication code are used in a first encryption process 35 
to yield encrypted data relating to the identification 
code, to be written into the transponder. 

23. A method as claimed In claim 22 wherein the first 
encryption algorithm is selectable from a first set of 40 
encryption algorithms. 

24. A method as claimed in claim 22 or claim 23 wherein 
the first encryption algorithm includes at least one 
function of at least one physical characteristic of the 4S 
transponder into which the data is to be written. 

25. A method as claimed in claim 23 or claim 24 wherein 
each algorithm of the first set of encryption algo- 
rithms is accessible by the encoder from a memory 
arrangement thereof utilizing a respective algorithm 
address. 

26. A method as claimed in claim 25 including the fur- 
ther step of including data relating to the algorithm ss 
address of the selected algorithm in the data to be 
written into the transponder 



27. A method as claimed in claim 26 wherein a second 
encryption algorithm and data relating to the ad- 
dress of the selected algorithm are utilized in a sec- 
ond encryption process, to yield encrypted data re- 
lating to the algorithm address for inclusion in the 
data to be written into the transponder. 

28. A method as claimed in claim 27 including the step 
of utilizing at the verifier the data relating to the al- 
gorithm address to retrieve from a memory arrange- 
ment of the verifier the first algorithm utilized during 
the first encryption process. 

29. A method as claimed in claim 28 including the steps 
of providing computing means in the verifier with da- 
ta relating to the physical characteristics of the 
transponder; and utilizing said data and the re- 
trieved first algorithm to decrypt the encrypted data 
relating to the identification code. 

30. A method as claimed in claim 29 including the step 
of comparing the decrypted data relating to the 
identification code to the data relating to authorized 
identification codes stored in a memory arrange- 
ment of the verifier. 

31. A method of programming data into a transponder, 
the method including the steps of: 

electronically measuring a physical character- 
istic of the transponder and producing data re- 
lating thereto; 

utilizing the produced data in an encryption al- 
gorithm to encrypt data to be written into the 
transponder; and 

writing the encrypted data into a memory ar- 
rangement of the transponder. 

32. A method as claimed in claim 31 wherein the phys- 
ical characteristic is a clock frequency of circuitry of 
the transponder, and wherein the clock frequency 
is measured by receiving a response signal from the 
transponder and utilizing the received signal to 
measure the clock frequency 
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(54) Electronic identification system and method with source authenticity 



(57) An RF electronic identification system (10) is 
disclosed and claimed. The system includes at least one 
transponderencoder (14.1) for writing data into a mem- 
ory arrangement (52) of a selected transponder (1 .1) of 
a plurality of transponders (1 .1 to 1 .n) adaptedto receive 
data from the at least one encoder. The system further 
includes at least one verifier (1 6) for interrogating a se- 
lected transponder (1.1) and to read data stored in the 
transponder. The encoder includes a controller (42) for 
providing an identification code characteristic of the en- 
coder to fomn part of the data to be written into the trans- 
ponder. The verifier includes computing means (56) for 
extracting the identification code from the data read 
thereby and for comparing the code to authorized 
codes. An indicator (18) provides an indication whether 
the identification code corresponds to any of the author- 
ized codes or not. A method of verifying the authenticity 
of a transponder is also disclosed and claimed. 
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